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Internet Measurements
What do we measure?



What is a Measurement? h
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Why Measure the Internet?
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What Do We Measure? @

Latency / Delay / Jitter Path / Hop count
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Packet Loss

m m Availability / Uptime
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Take the poll!

What would you like to about

your Internet connections?

Write your answer.




What Is Your goal?

* Define a benchmark for your network
* Network performance monitoring

e Connectivity testing

* Troubleshooting network issues

* Geographic performance

e Discovering network topology

e Some other goals...?




Exploring Versus Confirming




Active and Passive Measurements EEQ/

o Active: Relies on active involvement in the data collection process

o Passive: Limited to capturing existing network traffic without interfering
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Location and Types
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Consider the Context &0

o |tisimportant to understand the factors that surround a situation to interpret
results accurately

e Distinguishing between problems and normal variations in operations is crucial

* The context in which the measurements are taken adds credibility to the
conclusions drawn

Concurrent outages Changing traffic patterns Weather/natural disasters
Regional events
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Types of Measurements

° ping

* traceroute
* dns

° IS

* http

* Ntp

e Among others...
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ping
* Sends packets to a target host

e Measures Round Trip Time (RTT)

o Also lets you know about packet loss

@O

PS C: \> ping google.com

Pinging google.com [216.58.195.142] with 32 bytes of data:
Reply from 216.58.195.142: bytes=32 time=61ms TTL=128
Reply from 216.58.195.142: bytes=32 time=61ms TTL=128
Reply from 216.58.195.142: bytes=32 time=56ms TTL=128
Reply from 216.58.195.142: bytes=32 time=63ms TTL=128

Ping statistics for 216.58.195.142:

Packets: Sent = 4, Recieved = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 56s, Maximum = 63ms, Average = 60ms




traceroute

* Tracks the path from the sender to the destination host

* |dentifying each hop along the way

@

Server:/ user$ traceroute some.website
traceroute to some.website (198.51.100.5), 64 hops max, 52 byte packets
1 192.0.2.1 (192.0.2.1) 3.818 ms 2.800 ms 4.119 ms
198.51.100.2 (198.51.100.2) 14.196 ms 13.067 ms 11.857 ms
203.0.113.3 (203.0.113.3) 14.257 ms 13.636 ms 13.800 ms
( 3

192.0.2.4 (192.0.2.4) 19.786 ms 21.770 ms 13.803 ms

some.website (198.51.100.5) 13.283 ms 16.007 ms 21.622 ms
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What Do Measurement Results Tell Us?

* Ping RTTs indicate end-to-end delay between nodes

Normal network Network with high latency

(yv O

Request Request

> Destination

Source
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What Do Measurement Results Tell Us?

DENEN

Packet Loss

e Packet Loss

Sender

Receiver
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Take the poll!

Can you think of that can

affect your network performance?

Write your answer.




Ethical Concerns &0

® |nvasion of Privacy
- Privacy concerns in Internet measurements: Monitoring individuals

- Protect privacy: Consent, anonymisation, aggregation

e Data Security and Protection
- Access, breaches, protection

- Encryption, storage, access control: Data integrity
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Ethical Concerns &

® Transparency and Informed Consent
- Clear communication: Purpose, scope, risks

- Informed consent: Participant's informed decision

® Responsible Data Handling
- Protect identities: Anonymise, aggregate data

- Follow data protection laws for responsible handling

- Measurements may expose the network topology
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RIPE Atlas

An Internet Measurement Tool



An Introduction

 RIPE Atlas is a global active measurements platform

 Goal: Measure the performance, connectivity, and stability of the Internet
* Probes (our vantage points) are hosted by volunteers

 Data publicly available

o Users: Network operators, researchers, etc.

* Applications: Route monitoring, DNS performance analysis, Latency mapping,
Outage detection, Peering analysis, IPv6 deployment monitoring, DDoS attack
analysis and more!

https://atlas.ripe.net
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Measurements <%
* RIPE Atlas performs built-in and user-defined measurements
* Built-in measurements: ping, traceroute, DNS, SSL/TLS, HTTP

* User-defined measurements: Six types available (ping, traceroute, DNS, SSL/TLS,
NTP, HTTP¥)

 Targets: Root DNS servers, RIPE Atlas anchors, user-defined targets

‘%
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RIPE Atlas Concept
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Probes and Anchors
12,000+ probes connected (600+ RIPE Atlas Anchors)
* 10,000+ results collected per second

e 23,000+ measurements currently running

RIPE Atlas probe V5

RIPE Atlas anchor V3

RIPE NC
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RIPE Atlas Software Probes

o Software packages that work like regular probes
 |nstall and run on a virtual machine (VM), container or router

 Supported on several platforms

* Further information: https://atlas.ripe.net/docs/software-probe/
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RIPE Atlas Coverage

https://atlas.ripe.net/coverage/
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RIPE Atlas Interfaces
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Credits System

e Why? Fairness and to avoid overload

e Measurements cost credits

- ping = 10 credits, traceroute = 20, etc.
o Spending limit

e Max number of measurements
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How to Earn Credits?

Earn credits by...
* Hosting a RIPE Atlas probe or anchor
e Being a RIPE Atlas sponsor
* Being a RIPE NCC member

e Through a transfer of credits
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Probes and Credits

* You receive 15 credits for each minute a probe is connected

- Roughly 21.600 credits every 24 hours

* Host more than one probe, only if in different ASNs: earn double, triple, etc
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More Credits

* Anchors earn 10 times as many credits as regular probes
e Sponsors earn credits for the probes they sponsor

* Anyone who creates measurement results also receives additional credits

- At the rate of one credit per measurement result

e Users can transfer and receive credits from other users

33



Take the poll!

So how is it that you can

for RIPE Atlas again?

Choose the answers.




Questions o




Exploring RIPE Atlas

Demo



Demo time!

We will demo the activity on the screen.

Watch what we do.




Viewing Measurements
In RIPE Atlas



Measurements Page %

PUBLIC MINE

O\ Search Measurements

All Built-In  Anchoring

Type IPv4/v6 Interval
ID All v All v Target Description Probes All \/ Time (UTC)

Some text to one-off
make it unique or ms

HH#H#### Protocol IP or hosthame

>When it started

Ping test to RIPE

978321  ping 6 Www.ripe.net
web server

75 one-off [>2023-07-01 10:05

Some oAt
978321  trace 4 203.0.113.0 OIme oSt 250 900 >2023-02-18 1230
reachability issues




Measurement Overview <%

Measurement ##H#HH#HHHH
Description of the measurement
OVERVIEW RESULTS DETAILS
o]
TAE s Result summary (latest, as of 2024-05-22 11:50 UTQ):
& L "| 43 probes reached their target.
MAP DISPLAY reree RESULT SUMMARY
o 1% AT RN ® Min RTT: 0.666

vMiunchen
Mean RTT:9.167
St

aT.
. | ’
. : '
’ ]




Measurement Results %

OVERVIEW RESULTS DETAILS
Country
Probe ASN All vV Time (UTCQ) Min RTT Packet Loss

Where probe When probe RTT in Percent of
Is located did it milliseconds packets lost

2024-05-28
09:42:13

2024-05-28
6352 13041 09:42:13 39.749 ms

6025 8839

13.309 ms 0.00%

0.00%
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Measurement Details

OVERVIEW

RESULTS

OVERVIEW

OWNERSHIP COSTS

SETTINGS

DETAILS

STATUS &
TIMING

PROBES
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Measurement Management

OVERVIEW RESULTS DETAILS MANAGE

(@) STOP MEASUREMENT REMOVE PROBES | ADD PROBES

Participation Requests

ID Created Action Type Value

CHANGES TO THE PROBES
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Viewing Measurements
Demo



Demo time!

Let's look at @ measurement and see

if we can find any issues...

We will analyse the results of

measurement




Questions o
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Creating a Measurement
Step-by-Step



Before you create anything... (@J
Ask yourself these things:
* What is the goal of the measurement?
* Which measurement type helps me achieve this goal?
* Where do | want/need the probes to be located?
* How long should the measurement run? Enough credits?
* How will | analyse the data in the results?

* |s there an existing measurement | can use?




Create a Measurement

Sign in to https://atlas.ripe.net/

Use your RIPE NCC Access account

Go to “Measurements’ —>“

)

Dashboard

Probes

Anchors

Measurements \

MGHEERE

Statistics

About RIPE Atlas
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https://atlas.ripe.net/

1. Which measurement type?

* Choose the type you need based on your goals

o —

v—  Step 1: Definitions

Please select the type of measurement you want to create (you can add multiple).

PING TRACEROUTE HTTP

52



1. Which measurement type?

* Provide the required parameters for that type of measurement

X PING Configuration

IPv4 IPVB PING to " Target (Required)
Enter Target

Description
Ping measurement to

@ MORE OPTIONS
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1. Which measurement type?

* More Options give you more settings to use

Common Fields

@@ Resolve onProbe ©

<>

0 Tags 0 Frequency
e 240
€) Spread I Skip DNS Check @
Ping Specific
Packets Size
3 2 48

-) Include Probe ID ¢

<3

0 Packet Interval

<>
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2. Which probes do you want?
e Now you can choose which probes you want to use

e Default is 50 random probes worldwide

V—

v—  Step 2: Probe Selection

SEARCH RANDOM BY... v IDS LIST REUSE FROM EXISTING MEASUREMENT

Probe Selection

50 Random Probes AREA: Worldwide @

* There are multiple ways to select probes!
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Search

* Choose the probes

from a world map

* You can search by:
- Country
- IP address
- Prefix
- Probe IDs

- AS number

‘ Include non-public?  J» Include disconnected? ‘ Include IPv4? ‘ Include IPv6?
- N T 4 . : | ‘

Search ID, ASN, Country, IP, Prefix v

:
-
.
-~ .
= : .E‘ * v
q w B\ 4 .
»
Y
. 5

-

" 4

- ol

- . ' ‘

Leaflet | © OpenStreetMap
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Random Probes )

* "Random by..."” lets you create a list of random probes

@ B dsSe d on. Create your area selection
In this panel you can request a selection of random probes. If you want to select specific probes or you want to
= Area visualize where the probes are, please use the search instead.
area >
WWwW
- Country
Number of probes (mandatory)
~ 50
- Prefix
AS N Include Tags (comma-separated) v
. . Exclude Tags (comma-separated) v
e Use to refine the selection

CANCEL | | ADD PROBE(S)

- i.e. system-ipv6-works
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IDs List

* Provide the IDs of the probes you want to use

- Requires to know the probe IDs before you create the measurement

* See the whole list of probes:

https://atlas.ripe.net/probes/

Add a list of probes by ID

Add Probe ID, then ENTER or COMMA(,)

CANCEL

ADD PROBE(S)

58


https://atlas.ripe.net/probes/

Reuse a Set From a Measurement

Use the same probes as in a previous measurement

- It must be one of your own!

Provide the

Pick probes from a measurement

You can use a set/subset of the probes selected in a previous measurement.

Search Measurements (by ID or description)

CANCEL

ADD MEASUREMENT

59



3. When Should it Run?

e Set the time when the measurement should run

o —

v—  Step 3: Timing \V/

Please select if this is a one-off (vs. periodic) measurement and start and end times (if needed). All times are displayed
in your local time (but submitted in UTC).

This is a One-off: @i
Start Time:

= ASAP

e |Leave the default to do a One-off measurement

* You can also program a start and end time

- Just turn off the “One-off” option
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4. Costs

 The Costs tab lets you see an estimate of the amount of credits needed

v=  Step 4: Costs

Who should be billed for this?

Current Balance: 3,970,587

This measurement would have a daily cost of: 10,800

Daily Income: 0
Days until balance exhausted: 367.65

Total cost for this measurement (if stop date known): N/A
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Additional API Spec

e Can be used to learn how to create measurements directly through the API

{} APISpec vV

WITH CURL COMMAND JSON OBJECT

curl -H "Authorization: Key YOURKEY" -H "Content-Type: application/json” -X POST -d '{
"definitions™: [
{
"type"™: "ping”,
"af": 4,
"resolve_on_probe™: true,
"description™ "Ping measurement to ",
"packets": 3,
"size": 48,
"skip_dns_check": false,
"iInclude_probe_id": false,
"interval™ 240

COPY TO CLIPBOARD
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5. Create the measurement(s)

e (lick on the button when you're ready: CREATE MY MEASUREMENT(S)

* You get an ID you can click on to view the measurement settings and results

Measurement(s) created! 64841204 DISMISS
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Limits

<= 100 simultaneous measurements

<= 1000 probes per measurement

<= 100,000 results can be generated per day

<= 50 measurement results per second per measurement
<= 1,000,000 credits may be used each day

<= 25 ongoing and 25 one-off measurements

- Of the same type running against the same target at any time




Creating a Measurement
Demo



Demo time!

Let's create a measurement for this scenario:

* How is the server performing where
www.ripe.net is hosted?

* How reachable is it from ten major networks
in Europe?

* How is the connectivity from these networks
over a period of 24 hours?
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Analysing the Results

Just a guide...




Take the poll!

What are we looking for

iNn the measurement results?

Write your answers.




What Are We Looking For?

e |Inthe measurement results, we will look for issues like:
- Latency problems
- Routing issues

- Network reachability @ o /O

- Packet loss =
WA

- Network congestion




Latency Problems <%

1. The measurement results will display round-trip response time for each packet in milliseconds.
Look for noticeably high or inconsistent times.

O

.
_—_4_

| 2

RTT

No recent report available

Latency = 550 ms
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Latency Problems

2. Determine a baseline average response time for the network under normal conditions.
Anything significantly above this could indicate latency issues.

Network Response Time Analysis

100 A
®)
® o @ ° o
O
o o o
(X °
o o o =
80 A e
¢ o
® o o o © o © °
o © o, °®
O
©) ®)

‘2 0 o © o
e e o o
0 60 - o ¢ o “ ° o
= s minttniaialatalalalaty Elllll Sttt @-——--—-———t————————— o r-——————-—--- o -
® ®)
C o
2 o
o O O O @
2 0 0

40 - ® S = =

0 0o ° o
@)
° o o ©
®)
@ 0 ©)
o o ® @ . ° R °
207 @  AllResponse Times o “ ®
@ High Latency (>110ms) ° ® 0)
——=- Baseline Average (55.2ms) O O
O O © 9 S S

Ping Sequence

&
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Latency Problems @5

3. Check for results above 100ms, which is generally unacceptable for user experience.
Consistently high pings are a red flag.

160ms

120ms .
Threshold = 100 ms A\

30ms

40ms v V

0

Ping 1 Ping 3 Ping 5 Ping 7 Ping 9 Ping 11 Ping 13 Ping 15 Ping 17 Ping 19 Ping 21 Ping 23  Ping 25

. Packet 1 . Packet 2 Packet 3 72



Latency Problems

4. Look for instability, like responses fluctuating wildly between 20-500ms. This suggests

intermittent problems along the route.

Response Time (ms)

500

400

300

200

100

Network Response Time with Instability

Time (minutes)

40

X
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Latency Problems

&

5. Try pinging the same targets multiple times over an extended period. Graph results to identify
latency spikes at certain times of day.

Time of day
08:00
10:00
12:00
14:00
16:00

18:00

Target 1

100 ms

50 ms

125 ms

200 ms

50 ms

100 ms

Target 2

150 ms

/5 ms

175 ms

250 ms

/5 ms

150 ms

Target 3

200 ms

100 ms

225 ms

300 ms

100 ms

200 ms

300ms

225ms

150ms

75ms

Splkes

/ N\

08:00 10:00 12:00 14:00 16:00 18:00

. Target 1 . Target 2 Target 3
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Latency Problems h

6. Compare response times for different destinations. Similar values mean local network
congestion, divergent ones point to problems farther out.

NETWORK RESPONSE TIMES FOR DIFFERENT DESTINATIONS

250

150
100 I
mAmwr Bl Bl B
0 1 2 3

TIME SLOT

RESPONSE TIME (MS)
N
o
o

&)
o

- WEBSITE A WEBSITE B . ISP DNS . REGIONAL DATA CENTER
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Latency Problems &

/. Check for missing replies or very high outliers, which point to transient connectivity failures
or packet loss worsening latency.

Response time Number of responses 200
i
20 ms 50 c 150
2
50 ms 200 v
[
© 100
100 ms 50 o
E
200 ms 10 5
300 ms 5
500 ms 2 O ooms  50ms  100ms 200ms  300ms  500ms Missing
Missing O Response time
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Getting started!

Activities for you
to do in your own time



1) Search for a Measurement &

Before you create a measurement of your own, search an existing one!

Go to the RIPE Atlas Measurements page and search for a measurement to an IP or
prefix you know.

Once you have found the measurement, click on it to view more information.
Here are some things you can do:

- Analyse the results of the measurement to identify trends or patterns

- Compare the results of the measurement to other measurements

TR,

o)

- Troubleshoot network problems

- Track the performance of a network over time
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2) Create a Measurement

You now know enough to create your own measurement!

Get started by doing the following:

Choose a target and define your goal: what do you want to find out?

Choose the probes from locations of interest to you
Create the measurement and wait for the results

Analyse the results and see what you discover!

IIIIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl.
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Remember...

Here are some questions to help you analyse the results:

* Are the results what you expected?

* Do any patterns or anomalies appear in the data?

* How do the results compare over time or from different vantage points?

* What conclusions can you draw and how might this data be useful?
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Other Resources

e RIPE NCC Internet Measurements
https.//www.ripe.net/analyse/internet-measurements/

* APNIC Labs
https://labs.apnic.net/measurements/

* |nternet Society
https://www.internetsociety.org/action-plan/measuring-the-internet/

 Center for Applied Internet Data Analysis (CAIDA)
https://www.caida.org/

 M-LAB
https://www.measurementlab.net/

* The ZMap Project
https://zmap.io/
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Questions o




We want your feedback! E@J

What did you think about this session? Take our survey at:

https://www.ripe.net/feedback/mat3
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RIPE NCC Certified
Professionals

RIPE NCC Certified RIPE NCC Certified RIPE NCC Certified
Professionals Professionals Professionals

RIPE BGP
Database Security

Analyst _ Associate Associate

https://getcertified.ripe.net/

RIPE NCC Certified
Professionals

IPv6e
Security

Expert
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What's Next in Measurements and Tools

Webinars Want to learn more?

Attend another webinar Check out other e-learning courses we offer.
live wherever you are. \l/

[=]%:.[u]
: academy.ripe.net
El%. ap e
N
~ «ll Up for a challenge?

Look at our range of examinations available for certification.

“ Using RIPE Atlas (2 hrs)

learning.ripe.net

getcertified.ripe.net



https://academy.ripe.net/
https://learning.ripe.net/w/
https://getcertified.ripe.net/
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