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863 “partners” 



“Partners” (starting with A: 150+) 

+A Million AdsIAB TCF 

+A.MobIAB TCF 

+AA INTERNET-MEDIA LtdIAB TCF 

+Aarki, Inc.IAB TCF 

+AAX LLCIAB TCF 

+Accorp Sp. z o.o.IAB TCF 

+AccountInsight LtdIAB TCF 

+Active Agent (Virtual Minds GmbH)IAB 
TCF 

+ACTV8, Inc.IAB TCF 

+AcuityAds Inc.IAB TCF 

+AcxiomIAB TCF 

+Ad Alliance GmbHIAB TCF 

+ad6mediaIAB TCF 

+Adacado Technologies Inc. (DBA 
Adacado)IAB TCF 

+adality GmbHIAB TCF 

+Adasta Media S.r.l.IAB TCF 

+adbalancer Werbeagentur GmbHIAB 
TCF 

+adbility media GmbHIAB TCF 

+AdClear GmbHIAB TCF 

+AdColony, Inc.IAB TCF 

+AddApptr GmbHIAB TCF 

+AdDefend GmbHIAB TCF 

+AddrelevanceIAB TCF 

+Adelaide Metrics IncIAB TCF 

+AdElement Media Solutions Pvt LtdIAB 
TCF 

+Aderize, Inc.IAB TCF 

+Adevinta Spain S.L.U.IAB TCF 

+Adex (Virtual Minds GmbH)IAB TCF 

+ADFI MEDIA SLIAB TCF 

+Adform A/SIAB TCF 

+AdGear Technologies, Inc.IAB TCF 

+AdheseIAB TCF 

+adhood.comIAB TCF 

+AdikteevIAB TCF 

+AdInMo LTDIAB TCF 

+ADITION (Virtual Minds GmbH)IAB TCF 

+Adjust Digital A/SIAB TCF 

+Adjust GmbHIAB TCF 

+Adkernel LLCIAB TCF 

+Adlane LTDIAB TCF 

+Adloox SAIAB TCF 

+Adludio Ltd.IAB TCF 

+ADMAN - Phaistos Networks, S.A.IAB 
TCF 

+ADman Interactive SLUIAB TCF 

+adMarketplace, Inc.IAB TCF 

+ADMAXIAB TCF 

+AdMaxim LimitedIAB TCF 

+admetrics GmbHIAB TCF 

+Admixer EU GmbHIAB TCF 

+Admo.tv (Clickon)IAB TCF 

+Adnami ApsIAB TCF 

+adnanny.com SLUIAB TCF 

+ADNOW I RENODO MEDIA LTDIAB TCF 

+Adnuntius ASIAB TCF 

+Adobe Advertising CloudIAB TCF 

+Adobe Audience Manager, Adobe 
Experience PlatformIAB TCF 

+Adobe Audience Manager, Adobe 
Experience Platform 

+AdomikIAB TCF 

+Adpone SLIAB TCF 

+adQueryIAB TCF 

+AdQuiver Media SLIAB TCF 

+ADRENALEADIAB TCF 

+Adrino Mobile Sp. z o.o.IAB TCF 

+adrule mobile GmbHIAB TCF 

+Ads Interactive Ltd.IAB TCF 

+Adserve.zone / Artworx ASIAB TCF 

+AdServing Factory srlIAB TCF 

+Adsmovil España S.LIAB TCF 

+ADSOCYIAB TCF 

+Adsolutions BVIAB TCF 

+AdsonicaIAB TCF 

+AdSpirit GmbHIAB TCF 

+adsquare GmbHIAB TCF 

+ADSTOURS SASIAB TCF 

+AdsWizz Inc.IAB TCF 

+Adsyield IncIAB TCF 

+Adtarget Teknoloji A.S.IAB TCF 

+ADTARGET.ME UABIAB TCF 

+Adtelligent Inc.IAB TCF 

+AdTheorent, IncIAB TCF 

+AdTiming Technology Company 
LimitedIAB TCF 

+Adtriba GmbHIAB TCF 

+ADTTRIBUTION IncIAB TCF 

+ADUXIAB TCF 

+advanced store GmbHIAB TCF 

+ADventori SASIAB TCF 

+Adventure MediaIAB TCF 

+AdverlineIAB TCF 

+Adverticum cPlc.IAB TCF 

+Advertising.Tech FZ-LLCIAB TCF 

+Adverty AB (publ)IAB TCF 

+AdViewIAB TCF 

+Advisible ABIAB TCF 

+Adwatch 

+ADWAYS SASIAB TCF 

+adWMGIAB TCF 

+Adxperience SASIAB TCF 

+ADYOULIKE SAIAB TCF 

+Adzymic Pte LtdIAB TCF 

+Agate Systems LimitedIAB TCF 

+agof - daily campaign factsIAB TCF 

+agof studiesIAB TCF 

+AiCreo S.r.l.IAB TCF 

+AIDEM Technologies LTDIAB TCF 

+Airnow Media LtdIAB TCF 

+Akamai 

+AlgoriX Technology Pte. Ltd.,IAB TCF 

+AlkimiIAB TCF 

+Allegro sp. z o.o.IAB TCF 

+Alliance Gravity Data MediaIAB TCF 

+Alphonso Inc. IAB TCF 

+Always-Computing SASIAB TCF 

+Amazon Ad ServerIAB TCF 

+Amazon AdvertisingIAB TCF 

+Amnet GmbHIAB TCF 

+Amobee Inc.IAB TCF 

+Amplified IntelligenceTechnologiesIAB 
TCF 

+ANINPRO-CREATIVE, S.L.IAB TCF 

+Aniview LTDIAB TCF 

+AnonymisedIAB TCF 

+Anteriad, LLCIAB TCF 

+AntVoiceIAB TCF 

+Anzu Virtual Reality LTDIAB TCF 

+Apester LtdIAB TCF 

+Appier PTE LtdIAB TCF 

+Appstock LTD.IAB TCF 

+appTV Ltd.IAB TCF 

+Appush TechnologiesIAB TCF 

+Aptivio IncIAB TCF 

+AragoIAB TCF 

+Arbeitsgemeinschaft Media-AnalyseIAB 
TCF 

+Arcanor Bilgi Teknolojileri ve Hizmetleri 
A.Ş.IAB TCF 

+ArcSpan Technologies, Inc.IAB TCF 

+Arcspire LimitedIAB TCF 

+AREIA (ADLOOP)IAB TCF 

+ArkeeroIAB TCF 

+ARKHEUSIAB TCF 

+ARMIS SASIAB TCF 

+Arpeely Ltd.IAB TCF 

+Arrivalist Co.IAB TCF 

+ArtChaos s.r.o.IAB TCF 

+Artefact Deutschland GmbHIAB TCF 

+Aryel s.r.lIAB TCF 

+Ask LocalaIAB TCF 

+AttributyIAB TCF 

+Audience NetworkIAB TCF 

+Audience Solutions S.A.IAB TCF 

+Audience Trading Platform Ltd.IAB TCF 

+AudienceProject ApsIAB TCF 

+AudienceProject Measurement AmzIAB 
TCF 

+Audiencerate LTDIAB TCF 

+AudienceRun corpIAB TCF 

+Audiens S.r.l.IAB TCF 

+Audienzz AGIAB TCF 

+AuDigentIAB TCF 

+audio content &amp; control GmbHIAB 
TCF 

+Audiohook CorporationIAB TCF 

+AUDIOMOB LTDIAB TCF 

+AudionIAB TCF 

+Automattic AdsIAB TCF 

+Avantis Video LtdIAB TCF 

+Avocet Systems LimitedIAB TCF 

+AWIN AGIAB TCF 

+Axel Springer Teaser Ad GmbHIAB TCF 

+Axiom Media ConnectIAB TCF 

+AXIS CORP LTDIAB TCF 

+Axonix LTDIAB TCF 

+Azerion Holding B.V.IAB TC 

+ >700 more partners!! 
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“Partners” visibility 
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Third-party trackers 

• Third-party trackers are present in >90% of the websites 

• They can easily recover our browsing history (at least) 

• They can track us even if we delete cookies, use private mode, DNT, VPN, etc. 
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Adblockers 

• Most popular protection methods 
• Block URLs using pattern lists 
• Difficult to maintain updated and block new methods 
• Easy to evade by periodically changing the hosting domains 
• Adblockers are too conservative 

 

• Why are they conservative? 
• “Users want protection that does not break websites” [15] 
• “When extensions break websites, users disable them based on how important the content 

they are accessing is to them” [16] 
 

• Usually do not block URLs that can impact the website functionality 
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[15] C. E. Wills and D. C. Uzunoglu, “What Ad Blockers Are (and Are Not) Doing,” HotWeb, 2016  
[16] G. Merzdovnik, M. Huber, D. Buhov, N. Nikiforakis, S. Neuner, M. Schmiedecker, and E. Weippl, “Block Me If You Can: A Large-Scale Study of Tracker-
Blocking Tools,” EuroS&P, 2017 



GuardXP 

• GuardXP addresses the two main problems of AdBlockers 
• Limitations of blacklists (hard to maintain and easy to evade) 

• Functionality loss (block less than they should) 

 

• GuardXP is based on two previous works: 
• TrackSign: For discovering new tracking methods (INFOCOM 2021) [1] 

• ASTrack: For selectively blocking tracking code (INFOCOM 2023) [2] 
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[1] TrackSign: Guided Web Tracking Discovery: https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf 
[2] ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss: https://arxiv.org/pdf/2301.10895.pdf 
 

https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf


• Automatically detect unknown web trackers 
• Known trackers under unknown URLs 

• Completely new tracking methods 

 

• Analyze website code instead of URLs 
• Popularity: #resources that use this piece of code 

• Dirtiness: %resources known to perform tracking 

 

• Focus on code structure rather than code content 
• More robust against obfuscation and minification 

• Selectively block tracking AST to better preserve functionality 

 

TrackSign + ASTrack 
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Project objectives 

• Integrate TrackSign + ASTrack into actual tools that can be used by individual 
users and companies to protect their privacy and security (GuardXP) 

 

• Individual user: Browser plugin 
• Cleans tracking code from user browser activity 
• Main challenges: Online operation + Browser limitations 
• Firefox-based browsers 

 

• Companies: Web proxy 
• Clean tracking code from company’s web traffic by intercepting all web connections 
• Main challenges: Online operation + SSL / HTTPS 
• Offered as cloud-based SaaS or on-premise 
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Project benefits 

• Reduce the risk of targeted attacks and data breaches (e.g., 
phishing) 

Enhanced privacy 
and security 

• Removing tracking improves browsing speed and performance Improved performance 

• Users receive less customized content which reduces distractions Increased productivity 

• Reduced bandwidth can result in less cost for companies Cost savings 

• Data can help to understand data market ecosystem in the 
Internet Better understanding 
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