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Third-party trackers
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Consent managers

ELPAIS

It offers the following browsing modes

- Storage and access to information,
- Sharing data and profiles for analytics and
advertising fvom advertsersfor our advertising campaigns,
profiles for
advortiing from advertisers and ndvemslng agencies on the
Internet,
ecise geolocation data and identification through device

ACCEPT AND CONTINUE

Subscribe and decline

This option will allow you, among other services, unlimited reading
of El Pais on the website and App, access newsletters with exclusive
content, unique cultural experiences and comment on news.

If you decide to subscribe, and in accordance with the preferences
ou grant, you wi be abis, kor example,browse cur webie whout

Already a subscriber? Log in here.

Logal warning | Cookies policy | Know more

Soutenez unjournalisme fiable

Accéder i en T'utilisation de cookies.

L'accés gratuit au site (hors contenus exclusifs ) est subordonn
avotre consentement sur l'utilisation des cookies. Vous pouvez retirer

votre consentement a tout moment

..ou s'abonner au Monde pour profiter de tous les
contenus.

L'accés au site avec abonnement vous permet d er tous |
contenus et archives du Monde depuis notre site et nos applications

mobiles. En cliquant sur le bouton « S'abonner », vous pourrez refuser les

cookies ou paramétrer vos choix (hors cookies de fonctionnement et de

mesure d'audience).

Accepter et continuer

S'abonner

Déja abonné ? Se conne

D und Ni

Ohne Tracking und Cookies* nutzen

Nutzen Sie BILD. de ohne Tracking, Cookles und
personalisierte Werbung fur 3,99 EUR/Monat (rabattiert
for BILDplus-Abonnenten 2.99 EUR/Monat).
Informationen zur Datenverasbeitung im BILD Pur-Abo
finden Sie in unserer Datenschuzerdanung und in den
EAQ.

Wenn Sie BILD Pur abonnieren, konnen Sie die aut
bild.de verfugbaren Inhalte ohne Tracking und Cookies*
lesen. Sofen Sie bereits BILDplus-Abonnent sind und
BILD Pur zusatzlich abonnieren, konnen Sie auch die
BILDplus-inhakte ohne Tracking und Cookies* lesen.

* In BILD Pur werden keine einwaligungspfichtgen
Do SboRIgER g 1 1 Khe COONSS U
amniiche Technologien verwendel, e Zur Efbringung dieses.
Dienstes unbeding! erforderlch sind (§ 25 TODDG). Weltere.
Informacnen hier abrufbar.

Jetzt BILD Pur abonnieren

auf BILD.de

Mit Tracking und Cookies nutzen

Sie konnen unser Angebot auch nutzen, ohne
einen Vertrag abzuschlieBen. Wir Gbermittein in diesem
Fall personenbezogene Daten an bis zu

280 Drittanbieter, die uns helfen, unser Webangebot zu
verbessemn und zu finanzieren. In diesem
Zusammenhang werden auch Nutzungsprofile (u.a. aul
Basis von Cookie-Ds) gebiidet, mit Daten von anderen
Webseiten angereichert und auch auierhalb des EWR
verarbeitet. Hierzu Gbermitteln wir an diese Dritianbieter
auch Iive Privatsphareeinsteliungen bzw. Praferenz in
Form einer coderten Zeichenfolge (sog. TC-String).
Hierfur und um bestimmte Dienste zu nachfolgend
aufgefuhrien Zwecken verwenden zu durfen, bendtigen
wir ihre Einwiligung. indem Sie “Alle akzeptieren”
Kicken, stimmen Sie diesen (jederzeit widerruflich) 2u.
Dies umfasst auch ihre Einwiliqung.in die Ubermittiung
bestmmter personenbezogener Daten in Drilander. u.a.
die USA, nach Art. 49 (1) (a) DSGVO. Sie konnen Ihre
Auswahl jederzeit unter “Widerru Tracking" am
Seitenende mit Wirkung for die Zukunft widerrufen.

Speichern von oder Zugriff auf Informationen

aut einem Endgerat

Personalisierte Werbung und Inhalte, »euung
Yon Werbsleistung und der Perlormance

) hung
Ennmcmng und Verbesserung von Angeboten

Fremdinhalte anzeigen (Soziale Netzwerke,
Videos)

Verwendung und Weitergabe von
muertennungen 2u Werbezwecken
Nutzung der Utiq Technologie zu
Werbezwecken

Alle akzeptie!

EAQ | Datenschuzerklaning | Impressum




Consent managers

What Do You Typically Do When You See a Pop-Up Asking You To Accept Cookies?

Accept all after researching

Select certain cookies to accept _ 19%

Reject cookies

all about
Based on a survey of 1,000 U.S. adults. COOKI



Second-party trackers

For what purposes my information is used and who uses it? X

This Site uses its own and other entities cookies, in order to access and use your
information for the below purposes. If you do not agree with any of these purposes, you
may customize your choices below.

We and the companies that collaborate with us will use your information obtained through

cookies. To know the collaborating companies that incorporate their cookies on our website, -~ Select partners for Prisa X
such as advertisers, advertising operators and intermediaries, you can access through the
button See our partners. You can set your consent preferences separately for each of the
mentioned partners. You can set your consent preferences for every partner listed below individually. Click on a
partner name to get more information on what it does, what data it is collecting and how it is
Additional information:You can know the complete information about the use of cookies, using it
their configuration, origin, purposes and rights in our Cookies Policy,. ’
You allow the use of cookies for the following purposes: All partners Block Authorize
+152 Media LLC 18 TcF Block Authorize
+ Storage and access to information Disagree Agree
+1Agency a8 TCF Block Authorize
+ Select basic ads Disagree Agree
. . +1plusX AG 1aBTCF Block Authorize
+Create a personalised ads profile Disagree Agree
+Select personalised ads Disagree Agree + 2KDirect, Inc. (dba iPromote) 148 TcF Block Authorize
+Create a personalised content profile Disagree Agree +33ACIoSS IAB TCF Block Authorize
+ Select personalised content Disagree Agree +3Q GmbH 118 TCF Block Authorize
+Measure ad performance Disagree Agree
+42 Ads GmbH 148 TCF Block Authorize
+Measure content performance Disagree Agree
\ . +6Sense Insights, Inc. 148 TcF Block Authorize
+ Apply market to generate Disagree Agree
+Develop and improve products Disagree Agree + 7Hops.com Inc. (ZergNet) 148 TcF Block Authorize
+ Sharing data and profiles for analysis and personalised 5 a =
isagree gree . .
advertising from advertisers for our advertising campaigns + View user information
+ Actively scan device characteristics for identification Disagree Agree
+ Sharing data and profiles for analysis and personalised Do @ Save

g for and g on Disagree Agree
the Internet.

+Use precise geolocation data Disagree Agree

By giving consent to the purposes above, you also allow this website and its partners to
operate the following data processing: E

View our partners

Disagree to all Agree
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“Partners” (starting with A: 150+)

+A Million AdsIAB TCF
+A.MoblIAB TCF

+AA INTERNET-MEDIA LtdIAB TCF
+Aarki, Inc.IAB TCF

+AAX LLCIAB TCF

+Accorp Sp. z 0.0.IAB TCF

+Accountinsight LtdIAB TCF

$éétive Agent (Virtual Minds GmbH)IAB

+ACTVS, Inc.IAB TCF
+AcuityAds Inc.IAB TCF
+AcxiomI|AB TCF

+Ad Alliance GmbHIAB TCF
+ad6émedialAB TCF

+Adacado Technologies Inc. (DBA
Adacado)IAB TCF

+adality GmbHIAB TCF
+Adasta Media S.r.I.IAB TCF

$?:('::Ibalancer Werbeagentur GmbHIAB

+adbility media GmbHIAB TCF
+AdClear GmbHIAB TCF
+AdColony, Inc.|IAB TCF
+AddApptr GmbHIAB TCF
+AdDefend GmbHIAB TCF
+AddrelevancelAB TCF

+Adelaide Metrics InclAB TCF

_+I_éEEIement Media Solutions Pvt LtdIAB +Admixer EU GmbHIAB TCF

+Aderize, Inc.IAB TCF

+Adevinta Spain S.L.U.IAB TCF
+Adex (Virtual Minds GmbH)IAB TCF
+ADFI MEDIA SLIAB TCF

+Adform A/SIAB TCF

+AdGear Technologies, Inc.IAB TCF
+AdheselAB TCF

+adhood.comIAB TCF

+AdikteevIAB TCF

+AdInMo LTDIAB TCF

+ADITION (Virtual Minds GmbH)IAB TCF

+Adjust Digital A/SIAB TCF
+Adjust GmbHIAB TCF
+Adkernel LLCIAB TCF
+Adlane LTDIAB TCF
+Adloox SAIAB TCF
+Adludio Ltd.IAB TCF

_+I_éFDMAN - Phaistos Networks, S.A.IAB

+ADman Interactive SLUIAB TCF
+adMarketplace, Inc.IAB TCF
+ADMAXIAB TCF

+AdMaxim LimitedIAB TCF

+admetrics GmbHIAB TCF

+Admo.tv (Clickon)IAB TCF
+Adnami ApsIAB TCF

+adnanny.com SLUIAB TCF

+ADNOW | RENODO MEDIA LTDIAB TCF

+Adnuntius ASIAB TCF
+Adobe Advertising CloudIAB TCF

+Adobe Audience Manager, Adobe
Experience PlatformIAB TCF

+Adobe Audience Manager, Adobe
Experience Platform

+AdomikIAB TCF

+Adpone SLIAB TCF
+adQuerylAB TCF

+AdQuiver Media SLIAB TCF
+ADRENALEADIAB TCF

+Adrino Mobile Sp. z 0.0.1AB TCF
+adrule mobile GmbHIAB TCF
+Ads Interactive Ltd.IAB TCF
+Adserve.zone / Artworx ASIAB TCF
+AdServing Factory srlIAB TCF
+Adsmovil Espafia S.LIAB TCF
+ADSOCYIAB TCF

+Adsolutions BVIAB TCF
+AdsonicalAB TCF

+AdSpirit GmbHIAB TCF

+adsquare GmbHIAB TCF
+ADSTOURS SASIAB TCF
+AdsWizz Inc.IAB TCF

+Adsyield InclAB TCF

+Adtarget Teknoloji A.S.IAB TCF
+ADTARGET.ME UABIAB TCF
+Adtelligent Inc.IAB TCF
+AdTheorent, InclAB TCF

+AdTiming Technology Company
LimitedIAB TCF

+Adtriba GmbHIAB TCF
+ADTTRIBUTION InclAB TCF
+ADUXIAB TCF

+advanced store GmbHIAB TCF
+ADventori SASIAB TCF
+Adventure MedialAB TCF
+AdverlinelAB TCF
+Adverticum cPlc.IAB TCF
+Advertising.Tech FZ-LLCIAB TCF
+Adverty AB (publ)IAB TCF
+AdViewlAB TCF

+Advisible ABIAB TCF
+Adwatch

+ADWAYS SASIAB TCF
+adWMGIAB TCF

+Adxperience SASIAB TCF

+ADYOULIKE SAIAB TCF

+Adzymic Pte LtdIAB TCF

+Agate Systems LimitedIAB TCF
+agof - daily campaign factsIAB TCF
+agof studiesIAB TCF

+AiCreo S.r.l.IAB TCF

+AIDEM Technologies LTDIAB TCF
+Airnow Media LtdIAB TCF

+Akamai

+AlgoriX Technology Pte. Ltd.,IAB TCF
+AlkimilAB TCF

+Allegro sp. z 0.0.I1AB TCF

+Alliance Gravity Data MedialAB TCF
+Alphonso Inc. IAB TCF
+Always-Computing SASIAB TCF
+Amazon Ad ServerlAB TCF
+Amazon AdvertisinglAB TCF
+Amnet GmbHIAB TCF

+Amobee Inc.IAB TCF

_+I_é|r:'nplified IntelligenceTechnologiesIAB

+ANINPRO-CREATIVE, S.L.IAB TCF
+Aniview LTDIAB TCF
+AnonymisedIAB TCF

+Anteriad, LLCIAB TCF

+AntVoicelAB TCF

+Anzu Virtual Reality LTDIAB TCF
+Apester LtdIAB TCF

+Appier PTE LtdIAB TCF
+Appstock LTD.IAB TCF

+appTV Ltd.IAB TCF

+Appush TechnologiesIAB TCF
+Aptivio InclAB TCF

+AragolAB TCF

_F,é;beitsgemeinschaft Media-AnalyselAB

+Arcanor Bilgi Teknolojileri ve Hizmetleri

A.S.IABTCF

+ArcSpan Technologies, Inc.IAB TCF
+Arcspire LimitedlAB TCF

+AREIA (ADLOOP)IAB TCF
+ArkeerolAB TCF

+ARKHEUSIAB TCF

+ARMIS SASIAB TCF

+Arpeely Ltd.IAB TCF

+Arrivalist Co.IAB TCF

+ArtChaos s.r.o.IAB TCF

+Artefact Deutschland GmbHIAB TCF
+Aryel s.r.IIAB TCF

+Ask LocalalAB TCF

+AttributylAB TCF

+Audience NetworkIAB TCF

+Audience Solutions S.A.IAB TCF
+Audience Trading Platform Ltd.|IAB TCF
+AudienceProject ApsIAB TCF

jl:é'l:;dienceProject Measurement AmzIAB

+Audiencerate LTDIAB TCF
+AudienceRun corplAB TCF
+Audiens S.r.l.IAB TCF
+Audienzz AGIAB TCF
+AuDigentIAB TCF

+audio content &amp; control GmbHIAB
TCF

+Audiohook CorporationlAB TCF
+AUDIOMOB LTDIAB TCF
+AudionlAB TCF

+Automattic AdslIAB TCF
+Avantis Video LtdIAB TCF
+Avocet Systems LimitedIAB TCF
+AWIN AGIAB TCF

+Axel Springer Teaser Ad GmbHIAB TCF
+Axiom Media ConnectIAB TCF
+AXIS CORP LTDIAB TCF

+Axonix LTDIAB TCF

+Azerion Holding B.V.IAB TC

+ >700 more partners!!



“Partners” visibility

— Select partners for Prisa -4
— Select partners for EIMundo X
You can set your consent preferences for every partner listed below individually. Click on a . o
Y I_J _ W P o _ Y . You can set your consent preferences for every partner listed below individually.
partner name to get more information on what it does, what data it is collecting and how itis ) i i ) .
in it Click on a partner name to get more information on what it does, what data it is
using it. ) o 7
collecting and how it is using it.
llecting and h t git
All partners Block Authorize .
All partners Block Authorize
+152 Media LLC a8 TcF Block Authorize
+1Agency IABTCF Block Authorize #
+ 1plusX AG 148 TCF Block Authorize +152 Media LLC 128 Tcr Block Authorize
+ 2KDirect, Inc. (dba iPromote) 1.e TcF Block Authorize * 1Agency iaTcr Block Authorize
+33ACross 148 TCF Block Authorize +1plUSX AG 1ae Ter Block Authorize
+3Q GmbH A8 7TcF Block Authorize + 2KDirect, Inc. (dba iPromote) e Tcr Block Authorize
+42 Ads GmbH 18 TCE Block Authorize * 33Across e rcr Block Authorize
+6Sense Insights, Inc. 148 TcF Block Authorize +3QGmMbH 1aeTer Block Authorize
+ 7Hops.com Inc. (ZergNet) 148 TcF Block Authorize + 42 Ads GmbH e Tcr Block Authorize
+ View user information + View user information
PRIVALY M




Third-party trackers

* Third-party trackers are present in >90% of the websites

* They can easily recover our browsing history (at least)
* They can track us even if we delete cookies, use private mode, DNT, VPN, etc.
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Adblockers

* Most popular protection methods
e Block URLs using pattern lists
 Difficult to maintain updated and block new methods
* Easy to evade by periodically changing the hosting domains
e Adblockers are too conservative

ABP

©
]

GHOSTERY

 Why are they conservative?
* “Users want protection that does not break websites” [15]

* “When extensions break websites, users disable them based on how important the content
they are accessing is to them” [16]

e Usually do not block URLs that can impact the website functionality

[15] C. E. Wills and D. C. Uzunoglu, “What Ad Blockers Are (and Are Not) Doing,” HotWeb, 2016
[16] G. Merzdovnik, M. Huber, D. Buhov, N. Nikiforakis, S. Neuner, M. Schmiedecker, and E. Weippl, “Block Me If You Can: A Large-Scale Study of Tracker-

Blocking Tools,” EuroS&P, 2017 0



GuardXP

 GuardXP addresses the two main problems of AdBlockers
 Limitations of blacklists (hard to maintain and easy to evade)
* Functionality loss (block less than they should)

e GuardXP is based on two previous works:
* TrackSign: For discovering new tracking methods (INFOCOM 2021) [1]
* ASTrack: For selectively blocking tracking code (INFOCOM 2023) [2]

[1] TrackSign: Guided Web Tracking Discovery: https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
[2] ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss: https://arxiv.org/pdf/2301.10895.pdf

11
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TrackSign + ASTrack

e Automatically detect unknown web trackers
* Known trackers under unknown URLs
* Completely new tracking methods

* Analyze website code instead of URLs
* Popularity: #resources that use this piece of code
 Dirtiness: %resources known to perform tracking

* Focus on code structure rather than code content
* More robust against obfuscation and minification
» Selectively block tracking AST to better preserve functionality

12



Project objectives

* Integrate TrackSign + ASTrack into actual tools that can be used by individual
users and companies to protect their privacy and security (GuardXP)

* Individual user: Browser plugin
* Cleans tracking code from user browser activity
* Main challenges: Online operation + Browser limitations
 Firefox-based browsers

e Companies: Web proxy
* Clean tracking code from company’s web traffic by intercepting all web connections
e Main challenges: Online operation + SSL / HTTPS
e Offered as cloud-based SaaS or on-premise

13



Project benefits

Enhanced privacy
and security

Improved performance

Increased productivity

Cost savings

Better understanding

e Reduce the risk of targeted attacks and data breaches (e.g.,
phishing)

e Removing tracking improves browsing speed and performance

e Users receive less customized content which reduces distractions

e Reduced bandwidth can result in less cost for companies

e Data can help to understand data market ecosystem in the
Internet

14



&e GuardXP: From Data Privacy to
- Improved Cybersecurity

Pere Barlet-Ros and Ismael Castell-Uroz
Universitat Politecnica de Catalunya (UPC)

In collaboration with: Consorci de Serveis Universitaris de Catalunya (CSUC)
RIPE NCC Open House — 6 Feb. 2025

This project is sponsored by Ripe NCC (2024 Community Projects Fund)




