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Overview

• How did the RIPE NCC get involved in active
measurements?

• Principle of active measurements
• Implementation
• Maintaining a large number of measurement

points
• Presenting the data
• Conclusions and questions
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Why? Historic background

· RIPE NCC is a service organization for ISP’s
– Interest from the community in measurements
– NP group develops new products and services

· Performance measurements between ISP’s
are best done by a neutral third party
– Access to PoP’s of competitors
– No bias due to commercial interests

· Project started in 1997
· Since October 2000 as regular service for the

Internet community
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Goals of the Test Traffic
Measurements

· One way measurements
· Dedicated measurement infrastructure
· Active measurements only
· “Real traffic”
· Inter-provider networks only

± Technique can be used for internal networks though

· Scientifically defendable, well defined standards
± IETF, RFC's
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Goals (2)
For the Service

· Black box
± No configuration by the user
± No user access
± Guarantees well-defined environment for the

measurements

· Easy to install

· Little maintenance

· Host has to look at the results only
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One-way delay and loss
measurements
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Routing Vectors
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Unix timekeeping

· Hardware oscillator
± Interrupt every 10ms

· Software counter
± Counts # interrupts since 1/1/70

· User access to time
± gettimeofday(), adjtime()

· Resolution only 10ms
± same order of magnitude as

typical network delays

· 2nd (faster) counter can
improve that to 1ms
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Unix timekeeping
· A resolution of 1 ms is several orders of magnitude

better than the typical delays on the Internet
· But the clocks on two machines will run completely

independent of each other
· We have to synchronize our clocks

± Set the clock to the right initial value
± Tune it to run at the right speed
± Correct for experimental effects

· To do that, we need
± An external time reference source
± “Flywheel”  to keep the clock running at right speed
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Flywheel/Phase Locked Loop

· External time source
· PLL

± Determine the difference
between internal and external
clock

± Make the internal clock run
faster/slower

± Correct for variations over time

· Kernel level code
· NTP
· Internal clock synchronized

to a few ms
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External Time Source: GPS

· Available everywhere

· Clock pulses with 100 ns accuracy

· Cheap ($500)
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GPS receivers

· Solution #1: Motorola
± Coax cable between receiver and antenna
± Limited length
± Hard to install

· Solution #2: Trimble
± Palissade or Acutime2000
± RS422 over cat5 cable
± >250m
± Needs interface
± Easy to install
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RIPE NCC Test-Box

· PC
± 4u rack mount
± Celeron 600 MHz, 256 Mb

· 99% unused

± 10/100 base-T Ethernet
± 2 disks on disk trays:

· backups

± GPS interface

· Installation
± Pre-configured, plug and play
± Operated as a black box
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Accuracy of the measurements

· Plot of measurements on a single piece of
Ethernet

· Statistical errors of the order of 10 ms
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Software
Top Level DFD

· SendData
± Creates UDP

packets

· ReceiveData
± BPF

· DoTraceroutes
± Routing vectors

through a
version of
traceroute
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System administration

· 60 machines today, 100's late 2001
· Set up
· Maintenance: Central repository
· Backups
· Process checking

± Cfengine
± Tool to check if processes run and restart them

· Log files
± compare against “standard” log
± operator can focus on unusual situations
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Data collection and analysis

· Daily Analysis Job
± Collect results
± Insert Routing Vectors in DB
± Merge send and receive info
± Convert to ROOT
± Produce plots
± Create Sat plots
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Presenting the data

· Data disclosure policy

· “Passive”: user has to look
± Daily plots
± Plots on Demand
± Routing Vectors

· “Active”: we warn the user
± Network alarms
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Plots on demand
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Plots on demand
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Plots on demand
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Network alarms (example)

· Measure delays over a long period
· Calculate median and percentile delays
· Compare against a short period
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Network alarms

· If 95% of the delays in the last 15 minutes is
outside the expected range, send an alarm

· Clear alarm when back to normal

· Warning for a NOC before customers complain

· Tunable

· Email today, SNMP in the future
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Future analysis topics

· Trends in the data
· Summary numbers
· Performance scores
· Bandwidth and throughput

· Lots of data...
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Future growth

· Setup
scalable to
200 boxes

· More?

· Yes, but limit
the paths
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Conclusion

· Flexible setup to do active measurements,

· Full service offering for end-users
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Questions, Discussion


